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Departmental/Directorate overview
	Give an overview of what your department’s function is within Nest Corporation, team size, department deliverables/objectives. Include how this role fits in to the team and who they will report into. 
Note: Language used should be inclusive and unbiased avoiding expressions that express or imply ideas that are sexist, racist, or otherwise biased or prejudiced towards certain groups. Maintain gender balance by avoiding superlatives, gender-charged words and gender specific terms. Use the pronouns ‘you’ or ‘they’ rather than ‘he’ or ‘she’. Avoid using complicated jargon or acronyms. See LinkedIn’s inclusive job descriptions for tips.

	

	The Technical Risk team sits within the Risk Directorate, along with Risk, Risk Assurance, Risk Operations and Regulatory Risk, and Controls Oversight. The directorate supports the business in delivering its strategic priorities by overseeing that risk and controls are identified, prioritised and managed through an enterprise risk management framework. Nest operates a ‘three lines of defence’ model, with Risk sitting in the second line providing advice, guidance and challenge to the first line.
The Technical Risk team provides support to Nest specifically in relation to risks covering data, privacy, technology, cyber and financial crime. Support includes conducting investigations, regulatory reporting as well as training and awareness across Nest Corporation.


The role
	Give a brief description of the role.

	

	The Technology & Data Risk Manager is a new second line of defence role within the Risk Directorate, providing independent oversight, assurance and expert challenge across technology, data and security risks.
Reporting to the Head of Technical Risk and Data Protection Officer (DPO), the role exists to help ensure that first line teams identify, assess and manage technology and data risks effectively and in line with Nest’s risk appetite, while enabling safe, compliant and resilient delivery.
The role plays a key part in embedding a strong data protection and security culture, supporting compliance with the UK GDPR, the Data Protection Act 2018, and recognised standards such as ISO 27001, and helping Nest anticipate and respond to emerging risks including developments in AI, evolving threats, and third‑party dependencies.


Scope and deliverables 
Accountability
	You may not need to have something entered against each of the following questions but you should consider each of them ensuring the language used is inclusive and unbiased (please speak to the recruitment team for further guidance on inclusive language). 
How many people will this role manage directly/indirectly?
Which budgets will this role own?
What delegated expenditure limits will this role have?
Which contracts or services will this role manage/be required to procure?
Which processes will this role own/author/significantly contribute to?
What policies will this role own/author/significantly contribute to?
Which line of business systems will this person administer?

	

	· Ensure the first line is well supported and appropriately challenged, with clear ownership and management of technology and data risks.
· Ensure risk appetite is visible and evidenced in decision‑making.
· Undertake assurance activities that lead to measurable improvements in control effectiveness and reduced repeat issues.
· Ensure that compliance with UK GDPR, DPA 2018, ISO 27001 and other frameworks identified and agreed is demonstrable, proportionate and well understood.
· Ensure emerging risks (including AI, threat landscape changes and supplier risk) are identified early and addressed pragmatically.


Deliverables
	Keep bullet points in this section relatively generic and long-term to the role i.e. they won’t be outdated by a yearly change in objectives. Points here may include:
What types of product/process/policy improvement and change tasks you would like the candidate to deliver?
Are there any technical deliverables relevant to this role e.g. production of monthly accounts or production of monthly volumes model?
What operational/transactional tasks that will be conducted by this role e.g. regular reports/MI this post will be required to produce and/or 
sign off.
Will this role need to manage specific projects? If so, what will be the nature of them?

	

	Independent oversight, assurance and challenge
· Act as an independent second line risk partner, providing objective oversight and constructive challenge to the first line, in particular technology, information security and data teams.
· Deliver a risk‑based assurance plan covering technology, data and security risks, including thematic reviews, deep dives and control-focused assurance.
· Assess the design and operating effectiveness of key controls, identifying systemic issues, root causes and areas of residual risk.
· Produce clear, high‑quality assurance outputs that support decision‑making at operational and senior forums, tracking actions through to closure.
Embedding risk appetite and best practice
· Support the embedding of Nest’s risk appetite into day‑to‑day technology and data decisions, translating appetite statements into practical expectations.
· Promote consistent best‑practice approaches to technology and data risk management, including secure‑by‑design and privacy‑by‑design principles.
· Challenge inconsistency while recognising where alternative, well‑reasoned approaches are appropriate.
· Work collaboratively with first line teams to enable delivery, ensuring risk management is proportionate, pragmatic and focused on member outcomes.
· Help first line teams understand trade‑offs and options within Nest’s risk appetite, rather than acting as a delivery gatekeeper.
Legal and standards compliance
· Provide second line oversight and risk input to ensure compliance with relevant legislation, regulations and standards e.g. UK GDPR, Data Protection Act 2018, ISO 27001 and NIST.
· Support effective use of DPIAs/PIAs, data sharing controls, processor assurance and breach/incident management.
· Contribute to regulatory responses, audits and assurance activities, ensuring risks and issues are clearly articulated and evidenced.
Data and security culture
· Help embed a positive data and security culture across Nest by reinforcing clear expectations, good risk ownership and accountability.
· Influence behaviours by promoting learning from incidents, near misses and assurance findings.
· Support awareness, guidance and training initiatives alongside first- and second-line colleagues.
Threat intelligence, horizon scanning and AI risk
· Maintain awareness of evolving risks through threat intelligence and horizon scanning, translating insights into relevant risk themes.
· Monitor developments in AI and emerging technologies, assessing their implications for data protection, security, third‑party risk and operational resilience.
· Share forward‑looking insights to support proactive risk management.
Third‑party risk and product security
· Provide technical risk oversight of third‑party risk.
· Review and challenge evidence provided by first line such as ISO certifications, SOC reports, penetration test summaries and contractual control clauses.
· Support effective product security oversight, vulnerability management and threat modelling.
Governance, reporting and insight
· Contribute to governance forums, including ExCo, Board, Risk and Audit Committees, with clear, balanced risk reporting, escalating material risks where appropriate.
· Help develop risk metrics, KRIs and thematic insights across technology and data risk.
· Support alignment between first line risk registers, technical risk assessments and enterprise‑level risk reporting.
· Support the provision of metrics to enable monitoring of regulatory compliance of the business that supports Risk opinions with data to assess the risk and state of compliance of the business.


Relationships and autonomy
	What levels of seniority would this role regularly interact with/influence? e.g. Heads of, Directors, Executive Board, Trustees?
List the teams/immediate colleagues you expect this person to interact with to be successful in this role.
Are there any key external stakeholders that this role will need to work with?

	

	· Interact regularly with the Head of Technical Risk and DPO.
· Interact regularly with the wider Risk directorate.
· Interact regularly with key leaders, departments and teams, including IT, information security, procurement, service delivery and change. 
· Interact with third party suppliers, principally the Scheme Administrator and IT services provider.
· Interface with external industry groups, law firms and recognised expert bodies to maintain awareness of current developments and threats to maintain Nest’s capabilities to best practice. 
· Engage with counterparts at the Pension Regulator (TPR), Information Commissioner’s Office (ICO), Financial Conduct Authority (FCA), Department for Work and Pensions (DWP), His Majesty’s Revenue and Customs (HMRC), the National Cyber Security Centre (NCSC) and auditors (including the National Audit Office (NAO), Scheme and Corporation auditors) as required.


Role requirements
Experience and technical skills
	The employee will be able to demonstrate the following experience and technical skills:
Detail the experience needed to perform this role effectively. You should avoid stating times on the amount of experience, for example ‘five years’ experience’, and focus on what the right candidate would have been involved with or achieved in that time.

	

	Essential
· Sound knowledge of information security and data risk domains (access control, vulnerability management, logging and monitoring, incident response, secure development etc).
· Experience in technology, data, security or technical risk management, ideally within a regulated or complex organisation.
· Strong understanding of second line assurance and oversight, including how to challenge constructively while remaining independent.
· Familiarity with control frameworks and assurance expectations such as ISO 27001 and NIST.
· Experience of assessing third‑party technical risk.
· Ability to communicate risk clearly to both technical and non‑technical audiences.
Desirable
· Experience with product security and secure SDLC assurance.
· Knowledge of AI risk, data ethics or emerging technology governance.
· Working knowledge of UK GDPR and the Data Protection Act 2018.
· Knowledge of threat intelligence, vulnerability disclosure and security testing approaches.
· Experience supporting audits or regulatory reviews.
· Relevant professional certifications (e.g. CISM, CISSP, ISO 27001 LI/LA, CRISC, ITIL).


Personal attributes
	The role will require someone with the following personal attributes:
Please detail the key attributes/competencies that will lead to successful performance in this role. These are not normally measurable on a CV, so are assessed at interview stage. This is an opportunity to set out what good looks like and might be a set of short bullets, for example, engaging communicator, adaptable to change, ability to prioritise. 
Education, qualification and professional membership requirements
List all mandatory professional qualifications (and indicate they are mandatory).
List professional memberships and/or affiliations and indicate if they are beneficial or essential.
Please detail other qualifications that would be essential or desirable to performing this role successfully and indicate if experience would be a valid substitute (e.g. degree-level education or equivalent experience).

	

	· Ability to handle/prioritise a varied workload, take decisions using own initiative and meet ambitious timelines (setting and adjusting opposing priorities in a constantly evolving environment).
· Communication skills, capable of explaining complex legislative requirements using clear and unambiguous language with business focussed audiences. 
· Relationship Management skills, capable of effectively managing dynamic resourcing options including those external to Nest Corporation e.g. contractors, consultants etc.
· Stakeholder management skills, capable of influencing senior stakeholders to implement positive changes when necessary. 
· Strategic awareness, capable of recognising the 'bigger picture' as well as understanding and challenging in detail.
· Independent, objective and evidence‑based. 
· Curious, forward‑looking and committed to continuous improvement.


Differentiators
	This section allows you to bring out some of the features of the role that might not be covered above and is particularly important when the job description is used in the recruitment process. It might just be a few short paragraphs, but these should allow a candidate to get a better flavour of the role at Nest and decide whether it matches their expectations.

	

	As the team is relatively small the successful candidate will have the desire to bring best practices, to implement change and to challenge the way things are done in order to improve processes and operations across the organisation.


Working pattern
	This section allows you discuss about flexibility allowed for the role.

	

	Nest operates a flexible working policy.


Grade Descriptor
	Insert high level grade descriptor.

	

	2T: Works to achieve operational targets with significant impact on the results of the function. Works independently with limited supervision. 





	
	2 of 8




	Nest
	4 of 7



image1.emf

image2.emf

